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Deploy extensions in
Chrome, Edge and
Firefox

This guide is intended for Unigkey
administrators.

The guide will go through the silent

installation of the browseres policies and
how to deploy the Unigkey extension.

Deployment steps:

1. Prepare domain for extension
deployment

2. Deploy Unigkey in Chrome

3. Deploy Unigkey in Edge

4. Deploy in Firefox

Confidential
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Deploy extension in Chrome

1 PREPARE DOMAIN FOR EXTENTION DEPLOYMENT

Before you can deploy the Unigkey extension silent for Chrome, Edge and firefox, you
need to populate ADMX files into your environment as de-scribed below.

1. Download the following resources:

a. https://dl.google.com/dl/edgedl/chrome/policy/policy_templates.zip

b. https:/www.microsoft.com/en-us/edge/business/download

(For edge -> select the channel/build, platform and click GET POLICY FILES)

c. https:/github.com/mozilla/policy-templates/releases (For firefox select latest zip and
download)

2. For both files, navigate to the folder containing AMD and ADMX files and export the
files to desktop.

a. Chrome:

policy_templates.zip\windows\

b. Edge:
MicrosoftEdgePolicyTem-plates.cab\MicrosoftEdgePolicyTemplates.zip\windows\
c. Firefox:

policy_templates_vx.x.zip\windows\

3. Locate the SYSVOL of your domain and place the ADM and ADMX files you exported
to the PolicyDefinitions folder, commonly found here:
\\domain.local\SYSVOL\domain.local\Policies\PolicyDefinitions

4. Next, navigate to the domains Group Policy Management. This can be found through
the domain controller or RSAT.

5. Navigate to User configuration\Policies\Administrative Tem-plates.

Left click on Administrative Templates.

You should now see: Administrative Templates: Policy Definitions (ADMX files) retrieved
from the Central Store.

From here you should see the two following folders

(=] Unigkey GPO [WIN-CQODEK55P2CU.UNIQKEY.LOCAL] Policy
v A Computer Configuration
w [ Policies
| Software Settings
~| Windows Settings
w || Administrative Templates: Policy definitions (ADMX files) retrieved from the central store.

- ~| Google
—> » [ Microsoft Edge
—) | Maozilla

4 All Settings

6. If you see the folders, then you are ready to deploy the extension



ﬂﬁ unigkey

Deploy extension in Chrome

2 DEPLOY THE UNIQKEY CHROME EXTENSION

1. To force-install the Unigkey extension, open your Group Policy Management
and make a new GPO.

Note: When making a new GPO, the authenticated users group is being used
as default. This will affect all users.

If you are running POC, set the permission scope accordingly.

2. Navigate to User configuration \ Administrative Templates \ Google\
Google Chrome \ Extensions.

Fla  Action Y Help
=% nr = Em T

U imipern Chepeme [WIN-233 T ASEBCFAHAD LOC &1 ] Prdicy
4 & Jomputer Confignestion
b Lol Palesees
i Preferencer
a il User Conlfiguration
a Bnlcusr
3 Ealbwaing Seilings
1 Wingdoaws femhngs
a Adrranidative Tamplete: Poficy defedion, GAOMNE e | oo froon e ol cormgeds
1 Contral Panel
i ) Dwmkiop
Pletwark
Shared Foidery
e Menu snd Fatabar
[ Spvlemn
1 Wadaas Components
i Clagee Admimiciratiee Temglates (AN
d Gzl
Fl Gaogle Chromas
J Alow fuegle Chora Frire b barvde the followsrig oenben ppe
1 Lonfuparg rermobe access aphong
1 Content Settings

Dlefault HTRL renderes for doagle Lhmome Faore
% Diafault imarck provider
. Bmensong
Homepage
Lo ity mEnsped users seltimgs
Flstroe Mevusing

]

Faiseiand indragei
Bahicies For HIT TR Agtrarficshon
Presy direes

Harup paghr
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4. Select the Enabled button

5. Click Show

6. Open your web browser and go to the unigkey.eu/install page, choose Chrome.
Copy the last part of the link (Exstension ID ) to get the latest version

= Unigkey - Adgangskode Manag: X | +

£ (1) . &  https://chrome.google.com/webstore/detail/unigkey-password-manager;jils(e)(ellslills (e s (e Heitel s [|aE-laiaal <= 2 1| = da

B2 == ==

7. With the exstension ID copied, go back to the group policy.
Replace the blue sample text with the exstension ID in the script and insert it into
the value coloumn.

ficgojolbnidcdnadicfoldjhaecfmke;https:/clients2.google.com/service/update2/crx

E] Configure the list of force-installed apps and extensions Brevicuts Setiing Next Setting
| () Mot Configured Comment:
|
| (@ Enabled
i () Disabled
i Supported ot | picrosoft Windows XP SP2 or later
| Opticns: Show Centents O it
— .
Extension/App| Extension/fpp IDs and update URLs to be silently installed
installed
Show _Value gltered by
% | liknkfabbiihadeknenagmakpfpechh:https://clients2.google.com/service/update2/cr
£ lsDisabled
n extension
he extension
an Update
[ ate, Mote
, 9 OK Cancel For the initial
| T ST paer e wrersrereer 1P oy the
| update v

| oK Cancel

8. Click OK, followed by Apply.
The selected users for the GPO will after reboot experience Unigkey automatically
installed.


https://uniqkey.eu/install/
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Deploy extension in Edge

3 DEPLOY THE UNIQKEY EDGE EXTENSION

1. To force-install the Unigkey extension, open your Group Policy Management and make
a new GPO.

Note: When making a new GPO, the authenticated users group is being used as default.
This will affect all users.
If you are running POC, set the permission scope accordingly.

2. Navigate to User configuration \ Administrative Templates \ Microsoft Edge \
Extensions

3. Right click and Edit the Control which extensions are installed silently option.
| Group Policy Management Editor — O *
File Action View Help
el | rE =2 HE T
| Software Settings ~ | Extensions

| Windows Settings = 1 which Cetti
. . e = e ontrol which extensions are ng
s || Administrative Templates: Policy definitio ; lled silently

Control Panel || Configure allowed extension types

| Google Chrome A =] Allow specific extensions to be installed

Edit policy setting

| Google Chrome - Default Settings (us Control which extensions cannot be installed
~ [ ] Microsoft Edge Requirements: ontrol which extensions are installed silently
| Application Guard settings M!CWSOH Edge version 77, |i=| Configu Edit Il sources
C Windows 7 or later E .
| Cast |i£] Configu Filter On 95

4. Select the Enabled button
5. Click Show

A Control which extensions are installed silently O >

E‘ Control which extensions are installed silently a Next Setting

() Not Configured Comment:
(®) Enabled
() Disabled
Supported on: | \icrosoft Edge version 77, Windows 7 or later
Options: Help:

Specifies extensions that are installed silently, without user A
interaction, and that the users can't uninstall or disable ("force-
installed"). All permissions requested by the extensions are
granted implicitly, without user interaction, including any
additional permissions requested by future versions of the
extension, Furthermaore, permissions are granted for the
enterprise.deviceAttributes and enterprise.platformKeys
extension APls. (These two APls are only available to extensions
that are force-installed.)

Extension/App IDs and update URLs to be silently
installed

Show...

This policy takes precedence over a potentially conflicting
'BExtensionlnstallBlocklist’ (Control which extensions cannot be
installed) policy. When you take an extension off of the force-
installed list it's automatically uninstalled by Microsoft Edge.

For Windows devices that aren't joined to a Microsoft Active
Directory domain, forced installation is limited to extensions
available in the Microsoft Store,

Mote that users can modify the source code of any extension by
using Developer Tools, potentially rendering the extension o

OK Cancel Apply
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6. Open your web browser and go to the unigkey.eu/install pagelchoose Unigkey for
Edge. Copy the last part of the link ( Exstension ID) to get the latest version.

=' Unigkey - Adgangskode Manag: X | +

&~ O & https://microsoftedge.microsoft.com/addons/detail/uniqkey-adgangskode-man/[sigijslie] dalpalats el Tal3oiil o] <oTe  liianriat]
Ea B Ea
BS Microsoft | Edge-tilfajelsesprogrammer *™

7. With the exstension ID copied, go back to the group policy.

Replace the blue sample text with the exstension ID in the script and insert it into the
value coloumn.

ohfplpkhmndicjnefgflpkogjpjfmfni;https:/edge.microsoft.com/extensionwebstorebase/v
1/crx

Show Contents I} [l x

Extension/App |Ds and update URLs to be silently installed

Walue

% QK Cancel

8. Click OK, followed by Apply.

The selected users for the GPO will after reboot experience Unigkey automatically
installed.

} el il ks el j e Tl pkocegyj i T T - IvbDees - f fedbge. miorosolt . comy e xensionw ebstorebase fv l for e


https://uniqkey.eu/install/
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Deploy extension in Firefox

4 DEPLOY THE UNIQKEY EXTENSION IN FIREFOX

1. To force-install the Unigkey extension, open your Group Policy Management and

make a new GPO.

Note: When making a new GPO, the authenticated users group is being used as

default.

This will affect all users. If you are running POC, set the permission scope accordingly.

2. Navigate to User configuration \ Administrative Templates \ Mozilla \ Firefox \

Extensions

3. Right click and Edit the extensions to install option.

=[ Group Policy Management Editor
File Action View Help
e | 2E 2 BE T

E[ Unigkey GPO [WIN-CQODEKSSP2CU.UNICKEY.LOCAL] Palicy
~ & Computer Configuration
w || Policies
| Software Settings
] Windows Settings

] Google
[ Microsoft Edge
1 Microsoft Edge - Default Settings (users can override)
| Microsoft Edge Update
[ Microsoft Edge WebView2
% w [ Mozilla
w || Firefox
7] Addons

4. Click enabled

5. Click show (ligesom de andre guides)

~ [ Administrative Templates: Policy definitions (ADMX files) retrieved from the central store Requirements:

| Bxtensions

Extensions to Install Setting

Edit policy setting

Firefox 60 or later, Firefox 60 ESR or

Description:

If this policy is enabled, you can
specify a list of extension URLs or
paths that will be installed when
Firefox is started.
Anytime this list is changed, the
extensions will be reinstalled.

|i=| Extension Management
Extension Update

Prevent extensions from being ¢ Edi g

later |i=| Extensions to Uninstall Filter On

Filter Options...
Re-Apply Filter

All Tasks

Help

A Extensions to Install

Ei Extensions to Install

() Mot Configured Comment:
—>| (@) Enabled
() Disabled
Supported on: | Firefox 60 or later, F
Options: -
[IF 1
Show... "
Ar
If 1
in
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41 DEPLOY THE UNIQKEY EXTENSION IN FIREFOX

6. Open your web browser -> Go to

https:/addons.mozilla.org/da/firefox/addon/unigkey-password-manager/ and click
“copy link"

Firefox Browser
*s ADD_ONS Udforsk  Udvidelser Temaer M

m Nogle funktioner kan kraeve betaling $

uniqgkey - Sikker Password Manager
af Unigkey A/S

unigkey er en sikker password-manager til alle dine enheder. <

Abn link pa en ny fane
P ¥
Abn link i et nyt vindue
¥

i € Abn link i InPrivate-vind
Bedom din opleve[se omde E Abn link | InPrivate-vindue

Gem link som

CYBERS &5 Kopidr link | e

Hvad synes du om unigkey - Sikker Password Manager?

7. Under the Value column, enter the copied link sample.
Click OK, followed by Apply.
The selected users for the GPO will after reboot experience Unigkey automatically installed.

Show Contents O x
Value
% o hitps://addons mozilla org firsfox) downloads.file/ 3710665/ unigkey_sikker_password_maz
i %
i
i
i
i

% oK Cancel




